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Introduction

“‘We believe everyone should be able to explore the internet with privacy. We are the Tor
Project, a 501(c)(3) US nonprofit. We advance human rights and defend your privacy

online through free software and open networks.”
From https://www.torproject.org/

This report offers a comprehensive overview of the coverage, findings, and conclusions
of a crystal-box penetration test and source code audit against a multitude of Tor Project
aspects and components relating to censorship bypasses. Specific target areas include
the OONI Probe desktop Ul; rdsys software; BridgeDB software; Conjure
Implementation; building infrastructure, and specific Tor Browser alterations.

This widespread audit was requested by The Tor Project in November 2022 and initiated
by Curebd3 in February and March 2023, namely between CWO07 to CW11. To fulfill this
engagement’s expected coverage levels, an seventy-two-day time frame was allocated
for testing.

All assessment items were grouped into six distinct work packages (WPs), which read
as follows:

« WP1: Crystal-box penetration tests & code audits against OONI Probe desktop Ul
« WP2: Crystal-box penetration tests & code audits against rdsys software

« WHP3: Crystal-box penetration tests & code audits against BridgeDB software

« WP4: Crystal-box penetration tests & code audits against Conjure implementation
« WRPS5: Crystal-box penetration tests & code audits against building infrastructure

« WP6: Crystal-box penetration tests & code audits against Tor Browser alterations

To conduct the preparation, assessment, and finalization phases for these WPs, a team
comprising eight skill matched senior testers was established. These efforts were
facilitated by the provision of sources, detailed documentation, URLSs, key focus areas,
and any other access item required. Preparatory measures were also implemented in
CWO06 February 2023 to enable a hindrance-free test period.

A dedicated, shared Signal group was created for communication between the Tor
Project and Cure53 teams, with all involved employees from both organizations invited
to participate. This platform, as well as the excellent preliminary scope handling, allowed
for smooth discussions and ensured no notable roadblocks were encountered during the
test.
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Cureb3 gave frequent status updates about the review and connected findings. Live
reporting was offered and subsequently implemented for some pertinent issues.

Onto the findings, the test team's strong coverage across the six WPs raised a total of
nineteen. A low proportion of three were deemed security vulnerabilities; the remaining
sixteen incur little exploitation potential and were hence categorized as miscellaneous.

In context, the scope and predetermined time frame for this project was generous, which
raised the expectancy of an extensive volume of discoveries. However, Cured3
positively noted that, contrary to this initial expectation, only a minimal number of actual
security vulnerabilities were detected. The vast majority of issues rather pertain to
general weaknesses and hardening guidance; implementing these should be relatively
straightforward for the developer team.

Despite the low yield of exploitable vulnerabilities, Cure53 would like to underline the
pressing importance of two assigned a High severity rating. These describe a couple of
absent configurations: the first relating to authentication, and the second concerning a
signature within the bridge list, as stipulated in tickets 2-01-008 and TTP-01-009
respectively. Naturally, one can strongly advise mitigating these as soon as possible to
ensure the platform’s commendable resilience can be maintained.

All in all, Cure53 concludes this audit with a favorable impression of the inspected Tor
Project aspects and components, which proved sufficiently robust and hardened against
a multitude of common threats and attack vectors. Nevertheless, the number of tickets
attests to the abundant opportunities for security upgrades. The Tor Project team should
iInvest adequate resources into initiating follow-up actions and systematically resolving
each finding in priority order of severity.

The report will now offer concise information concerning the scope, and, available
materials, before extrapolating the Test Methodology. Here, Cured3 gives a detailed
overview of all test procedures initiated and the ensuing coverage achieved. Next, all
findings are listed in descending order of detection - first the Identified Vulnerabilities,
then the Miscellaneous Issues. These are accompanied with a technical explanation, a
Proof-of-Concept (PoC) where appropriate, and the recommended advice for mitigation.

Finally, the Conclusions section verifies Cured3's assessment of the myriad Tor Project

components in scope with a definitive overview of the perceived security posture offered
by the assessed features, in relation to censorship bypasses.
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Scope

+ Pentests & code audits against multiple Tor Project software & components:
o WP1: Crystal-box pentests & code audits against OONI Probe desktop Ul
= Main repositories:
« https://github.com/ooni/probe-desktop/
« https://qithub.com/ooni/probe-engine
= Pull requests:
« https://qgithub.com/ooni/probe-desktop/pull/88
« htips://github.com/ooni/probe-desktop/pull/95
=  GitHub issues:
« htips://github.com/ooni/probe-engine
« htips://github.com/ooni/probe-engine/issues/89
« https://github.com/ooni/probe-engine/issues/90
« https://qithub.com/ooni/probe-engine/pull/179
« https://github.com/ooni/probe-engine/pull/180
« https://qgithub.com/ooni/probe-engine/pull/143
» Documentation:
« https://github.com/ooni/probe-desktop/wiki/Manual-Testing
o  WP2: Crystal-box penetration tests & code audits against rdsys software
= Sources:
« https://qgitlab.torproject.org/tpo/anti-censorship/rdsys
= Documentation:
« https://gitlab.torproject.org/t nti-censorship/r -/tree/main
o  WP3: Crystal-box penetration tests & code audits against BridgeDB software
= Main repository:
« https://qitlab.torproject.org/t nti-censorship/bri
= GitLab issues:

« htips://gitlab.torproject.org/tpo/anti-censorship/bridgedb/-/issues/34322
« https://qitlab.torproject.org/tpo/anti-censorship/bridgedb/-/issues/40051

« htips://gitlab.torproject.org/tpo/anti-censorship/bridgedb/-/issues/40057
« https://aitlab.torproject.org/t nti-censorship/bri -/l 4

« https://gitlab.torproject.org/tpo/anti-censorship/bridgedb/-/issues/40037
= Documentation:

= URL:

« htips://bridges.torproject.org/
= Scope:
* Only the management of bridges.torproject.org
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o  WP4: Crystal-box pentests & code audits against Conjure implementation

Main repository:
 https://gitlab.torproject.org/tpo/anti-censorship/pluggable-transports/conjure
Branch:

*  main

Commit:

+ d64c96414427c27f8eae8bb6484ec0dccb5b710fd

Merge requests:

« https://qgitlab.torproject.org/tpo/applications/tor-browser-build/-/

merge_requests/618
« htitps://gitlab.torproject.org/tpo/applications/tor-browser-build/-/
merge_requests/632

« htips://gitlab.torproject.org/tpo/applications/tor-android-service/-/
merge_requests/2

GitLab issues:

« https://qitlab.torproject.org/tpo/applications/tor-browser/-/issues/41361

Documentation:

« htips://gitlab.torproject.org/tpo/anti-censorship/pluggable-transports/
conjure/-/wikis/How-it-Works

« https://qgitlab.torproject.org/tpo/anti-censorship/pluggable-transports/conjure/

o  WPS5: Crystal-box penetration tests & code audits against building infrastructure

Primary audit areas:

+ The software build tools and deployment modified during this project:
* The rdsys build and deployment.

* The Conjure infrastructure.

+ The GitLab Cl used for deploying bridges.torproject.org

« The infrastructure that builds and releases Tor Browser
Documentation:

« htips://gitlab.torproject.org/tpo/tpa/team

o  WP6: Crystal-box penetration tests & code audits against Tor Browser alterations

Sources:

« htips://gitlab.torproject.org/tpo/applications/tor-browser
Documentation:

https://gitlab.torpr t.org/t
Information/Tor-Browser/Building
GitLab milestones:

« https://qitlab.torproject.org/groups/tpo/-/milestones/29
GitLab issues:

« htips://gitlab.torproject.org/tpo/applications/tor-browser/-/issues/40477
« https://gitlab.torproject.org/tpo/applications/tor-browser/-/issues/27476
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ications/tor-browser/-/issues/34345

hitps://qgit
hitps://qit
https://qit

ab.torproject.org/tpo/app
ab.torproject.org/tpo/app

ications/tor-browser/-/issues/40568

ications/tor-browser/-/issues/40597
ications/tor-browser/-/issues/40774

https://qit

ab.torproject.org/tpo/app

ications/tor-browser/-/issues/40448

https://qgitlab.torproject.org/tpo/applications/tor-browser/-/issues/40446

https://qgitlab.torproject.org/tpo/applications/tor-browser/-/issues/40445

https://qgit
https://qit
hitps://qgit
https://qit
https://qit

ab.torproject.org/tpo/app
ab.torproject.org/tpo/app

ications/tor-browser/-/issues/40444
ications/tor-browser/-/issues/404

ab.torproject.org/tpo/app
ab.torproject.org/tpo/app

ications/tor-browser/-/issues/40469

ications/tor-browser/-/issues/41058
ications/tor-browser/-/issues/40597

https://qgit

ab.torproject.org/tpo/app

ications/tor-browser/-/issues/40807

https://gitlab.torproject.org/tpo/applications/tor-browser/-/issues/31286

https://gitlab.torproject.org/tpo/applications/tor-browser/-/issues/27476
= Focus areas:
Examination of automatic censorship circumvention
Examination of automatic bootstrapping of bridge-list
Examination of new circumvention mechanisms

= Scope:
Only the censorship circumvention mechanisms.
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Test Methodology

This section details the metrics and methodologies utilized to evaluate the security
characteristics of the TOR Browser project and codebase. The results achieved against
pertinent, individual areas of the project’s security properties are discussed, which were
either selected by Cureb53 or pinpointed by other participatory parties for closer
Inspection.

Further clarification concerning the characteristics that were deep-dive assessed during
this project is offered, particularly considering the small volume of flaws assigned a High
severity rating.

In this assessment, several components of the Tor browser ecosystem were designated
as key examination targets. Cured3 conducted an extensive source code analysis
across the varying components of the Tor Browser software stack, as well as the
individual projects declared in-scope. Whilst Cure53’'s overarching aim was to achieve
widespread coverage across the targets, extensive audits of this kind are always limited
by the budget allocation. As such, they require selectivity and isolated focal points,
particularly for the code areas deemed most sensitive. In response, the Tor team
provided a well-defined scope document with a list of focus areas, which helped Cure53
to outline a clear audit strategy. The following section pertains to the Scope of Work, as
defined by Tor.

Scope of Work

The Tor Browser is a web browser that is specifically designed to protect its users'
privacy and anonymity while browsing the internet. It is based on the Firefox browser
and offers pre-configured settings and additional add-ons that allow users to connect to
the Tor network, which routes their internet traffic through a series of relays or bridges.
This renders tracing the user's online activity back to their physical location or identity
significantly more difficult to achieve. In practice, the Tor Browser is often used to
circumvent censorship by connecting to Tor bridge relays (“bridges”), comprising Tor
relays that are not listed in the public Tor directory and are thus less susceptible to
censorship.

The primary focus of this review related to the following areas, as defined by Tor:

« Evaluation of improvements regarding the methods by which users connect to
bridges in the Tor Browser

This review comprised various components within the Tor Browser ecosystem, as
detailed below:
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OONI Probe: OONI Probe is a technology used for identifying censorship events.
During this project, the OONI team integrated Tor tests into their measurement
Kit, expanded OONI's methodologies to test protocol-based blocking, and
measured the performance and blocking of other circumvention tools.

Rdsys: Rdsys, which stands for Resource Distribution System, is utilized to
distribute censorship circumvention proxies and related resources, such as
download links, to individuals that are experiencing censorship. These resources
are provided to censored users via various distribution methods and equip them
with circumvention proxies to ensure they can access the open internet.

BridgeDB: BridgeDB i1s a component that communicates with rdsys to retrieve
the list of bridges that are distributed.

Conjure: Conjure is a refraction networking system that routes traffic to
endpoints in an ISP's unused |IP address space. Conjure is integrated into Tor as
a pluggable transport.

Review of the building infrastructure: A review of the software’'s build tools
and deployment was initiated via the following actions:

o Rdsys build and deployment.
Conjure infrastructure.

o (GitLab CI.
o Infrastructure that builds and releases Tor Browser.

2

Tor Browser alterations and customizations: Here, Cured3 scrutinized a
curated list of pull / merge requests declared relevant for this audit.

From a technology perspective, the majority of the source code repositories examined
were written in JavaScript and Golang.

As communicated by the Tor team, the following components and attack vectors were
considered out-of-scope:

An examination of the Firefox codebase in general. For example, typical attack
scenarios for browsers focusing on memory corruption vulnerabilities present in
the code that renders web content, as well as those in the sandbox interfaces
and other relevant areas, were not subjected to review.
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« Passive attackers were also deemed outside this project's scope. This includes
entities such as censors who simply observe the traffic during the bootstrapping
phase of their automatic censorship circumvention efforts.

WP1: Penetration tests & code audits against OONI Probe desktop Ul

The following section provides a list of tasks undertaken during this security project in
relation to the OONI Probe desktop application. All coverage achieved by the testing
team using white-box methods during the analysis of various endpoints, Electron
configurations, frontend code, ElectronJS code, the binaries, and alternative, security-
related aspects are subsequently offered below:

« For the frontend characteristics of the OONI Probe desktop application, the
testing team instigated a plethora of advanced approaches. Firstly, given that the
NextJS is currently utilized for the frontend (which uses React), the testing team
deemed it apt to focus on potential security issues related to this framework
during the initial stage of this assessment. The shared repositories were
subjected to deep-dive assessment to determine erroneous usage of
dangerouslySetinnerHTML, since this is often overused and introduces XSS
ISsues.

« Due to the fact that the ReactJS framework does not handle URLs assigned to
the href property of the HTML anchor tags, Cure53 probed the source code for
any instances of this nature. Ultimately, these efforts proved unfruitful.
Furthermore, since the NextJS next/router module allows navigation to
JavaScript protocol URL, the code was searched for any erroneous usage of the
router.

« Subsequently, the provided source code was audited for DOM XSS-related
iIssues, with reference to any potential usage of location.href, window.open, or
user-controlled URL parameters. The latter was subjected to further scrutiny to
determine the potential for prototype pollution or client-side path traversal.
Positively, Cureb3 could not unveil any notable findings in this area, despite
strenuous endeavors. Furthermore, the JSON prettifier module was audited,
though this similarly yielded a lack of outcomes.

« Next, Cureb53 concentrated its efforts on the OONI Probe desktop application’s
ElectrondS.
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« |nitially, the application was investigated for typical ElectrondS security
recommendations’. These generally pertain to stricter BrowserWindow web
preferences, suboptimal use of security features, and a lack of incorporating the
Electron security features’ inherent benefits. In this respect, testing confirmed
that the OONI Probe desktop application fails to integrate some fundamental
recommended security features. Aside from an additional defense-in-depth
recommendation (see T1TP-01-004), no severe issues were identified in the
application.

« In addition, an explicit focus was placed on any features or function calls that
could facilitate arbitrary code execution on the client-side. The usage of
shell.openExternal and shell.openPath was thoroughly tested for any
misconfigurations, though the test team could not locate any exploitable issues
related to these misconfigurations. This primarily owes to the lack of sources
from user-controlled input. However, a beneficial measure was suggested to
prevent further exploitability of these issues, as stipulated in ticket TTP-01-002.

« Since deep links are often considered a prime vector for Electron vulnerabilities,
the deep link handlers were audited for any potential security flaws. Fortunately,
no usage of open-url was identified, which serves to remove the deep-link source
from the application.

« Furthermore, the IPC communication between the renderer and main processes
was evaluated from a security perspective, though the team confirmed that user

input is not reachable via these sinks.

« Finally, the OONI Probe desktop application’s specific code was scrutinized to
ensure coding best practices were adhered to, as well as identify any logical
weaknesses. For this purpose, the components related to the integration of OONI
probe-cli with the desktop application and the OONI probe-cli were estimated.
Similarly, these efforts yielded a lack of notable findings.

' https://github.com/electron/electron/blob/main/docs/tutorial/security. md
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WP2: Penetration tests & code audits against rdsys software

The following passages provide an exhaustive list of actions undertaken against the
rdsys software during this security project. All coverage achieved by the testing team
using white-box methods during the analysis of various backend endpoints, frontend
distributor endpoints, core logic, ipc mechanism, and other security-related
configurations are discussed next:

« Firstly, the testing team reviewed the the rdsys software’'s available
documentation? to quickly grasp the attack surface and any likely attack vectors.

« The rdsys is written in Golang; as such, particular scrutiny was placed on
unearthing any typical programming errors for Golang, including common attack
scenarios that may incur vulnerabilities such as Denial-of-Service (DoS)
situations, Remote Code Execution (RCE), usage of outdated Golang modules,
absent input validations, and privilege escalation.

« Subsequently, the backend APIls were inspected in an attempt to enumerate any
general web vulnerabilities. The implemented authentication and authorization
mechanisms were assessed for common bugs, vulnerabilities, and
misconfigurations. One issue was identified in this regard, as detailed in ticket
TTP-01-008.

 Furthermore, alternative endpoints - such as those related to resource, resource
stream, and target - were deemed adequately safeguarded against common web
security errors.

« Elsewhere, Cure53 rigorously analyzed the distributors, including the salmon,
gettor, telegram, and others.

« For salmon specifically, the access control and authentication processes
concerning invite, account, redeem, and proxies were thoroughly tested. The test
team also attempted to enumerate the methods by which one could affect the
Innocence calculation, though no notable issues were identified in this area.

« Next, the aforementioned moat, gettor, and telegram distributors were subjected
to in-depth investigation. Here, a minor issue was observed in relation to the lack
of authentication for the https distributor, though this facilitates negligible security
iImpact.

2 https://qitlab.torproject.org/tpo/anti-censorship/rdsys/-/tree/main/doc
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« Additionally, all inspections against the backend and distributor web server
configurations, rdsys frontend apache configuration, and email client
configurations utilized for gettor proved unsuccessful in locating any security
vulnerabilities.

« Finally, following a comprehensive analysis of JSON parsing, Cure53 concluded
that any potential vulnerabilities or logical bugs in the rdsys software’'s JSON
parsing functionality had been effectively negated.

WP3: Penetration tests & code audits against BridgeDB software

The paragraphs offered below pertain to all BridgeDB source code repository coverage
areas assessed by Cureb53. This serves to provide a transparent overview of the
characteristics granted deep-dive analysis by the test team during this assessment.

« BridgeDB comprises a collection of backend servers utilized to distribute bridges
to clients. BridgeDB offers an HTTPS interface, email responder, SQLite
database, and MOAT interface for this purpose, all of which are written in Python.

« The BridgeDB dependencies benefited from a substantial manual code review,
Including a package dependency analysis. Here, a few outdated dependencies
were identified, as further explained in ticket TTP-01-003.

 During the code review, the test team noted that a crypto module leveraged by
BridgeDB was vulnerable and susceptible to well-known attack scenarios, due to
the fact that the module in question is no longer actively maintained.
Supplementary guidance on this area of concern is offered in ticket TTP-01-010.

« The code was analyzed in relation to commonly-encountered vulnerabilities such
as SQL injection, absent input validation, usage of insecure primitives, and
general misconfigurations. These efforts unearthed a couple of notable issues,
as stipulated in tickets TTP-01-014 and -01-015.

« Finally, the BridgeDB hashring implementation was heavily studied, though no
associated issues were identified in this regard.
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WP4: Penetration tests & code audits against Conjure implementation

The advanced penetration techniques and ensuing coverage observed during testing
against the Conjure component and software compound specifically are discussed in
greater detail below.

« The available documentation was extensively studied to obtain a clear overview
of the software compound, architecture, and methods of application by the Tor
browser. This served to pinpoint any problematic areas and potential attack
surfaces ahead of the active review phase.

« The Conjure implementation’'s code base, written in Go, benefited from a
comprehensive manual code review and static code analysis using renowned
tools such as gosec®. These endeavors could only unveil one issue in this area,
which is described in ticket TTP-01-016. Generally speaking, Go’s facilitation of a
higher degree of memory safety in comparison with other languages that compile
to native code is irrefutable. One will rarely encounter direct memory safety
Issues concerning Go, which repels erroneous behaviors typically found in C and
C++. The myriad benefits offered by a language such as Go render it highly
recommendable for these purposes. As such, Cure53 was not surprised that it
was selected as the language of choice for implementing Conjure.

« Furthermore, the catalog of merge requests pertaining to Conjure were subjected
to meticulous review. Upon closer inspection, Cure53 confirmed that the majority
of the merge requests within the scope of this review were linked to build-related
modifications, which did not evoke any security concerns in this regard.

« A comprehensive inventory of outdated and vulnerable dependencies was
generated by scrutinizing the dependencies of the Conjure implementation with
the assistance of govulncheck. This in-depth process served to uncover any
potential security weaknesses or outdated components that may negatively
impact the system's stability and reliability. In light of this, a few outdated
dependencies were identified, as stipulated in ticket -01-007.

« The primary purpose of the implementation is to provide a connection between
gotapdance's Conjure package and goptlib's pluggable transport (PT)
functionality. Specifically, Conjure facilitates a phantom proxy registration
process that establishes PT proxies on both the client and server side.

* https://qithub.com/securego/gosec
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 For this assessment, the Tor team deliberately decided to exclude gopt/ib and
gotapdance from the scope, given that amendments were not required for these
repositories. However, to clearly understand the pluggable transport concept
employed by goptlib, a brief review of this component was conducted. Based on
this assessment, the test team verified that goptlib conforms to the PT
specification®, with no relevant issues identified in this respect.

WP35: Penetration tests & code audits against building infrastructure

This section aims to provide a comprehensive overview of the tasks completed by
Curebd3 during its WPS5 review against the building infrastructure. Coverage and findings
concerning the build process and infrastructure are extrapolated next.

« The Cureb3 team members commenced the WP5 review by familiarizing
themselves with the different components in question. The relevant build systems
and setup processes for the varying features were inspected, followed by
scrutiny of the continuous integration systems and deployed mechanisms.

« The key intention for this work package was to enumerate any build-system-
related vulnerabilities. Henceforth, each specific step of the building process was
checked for the presence of any undesired triggerable side effects.

« One particular attack scenario granted due consideration represented the ability
for malicious build loads to compromise the build systems and Cl systems, then
subsequently detect any means of altering and persisting inside the build system.

« Another potential vector referred to the potential for malicious builds to exfiltrate
secrets and access tokens from the build system. Here, Cure53 sought to
validate whether the attack surface could be reduced and associated risks
categorically mitigated. No significant findings were encountered in this respect.

 The next attack vector evaluated during this review pertained to a compromised
build system, consequential integrity compromisation, and whether any defensive
precautions had been taken to counteract this. Naturally, protecting against this
particular attack scenario remains challenging. However, Tor's effort to leverage
reproducible builds - as well as build signing and building on two machines in
parallel - had a significantly positive impact against this threat. With this in mind,
a minor vulnerability allowing for privilege escalation from nobody to builduser
was deemed exploitable during the building process; see ticket TTP-01-005 for
additional information.

* https://qgitweb.torproject.org/torspec.git/tree/pt-spec.txt
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« Deploy scripts were honed in on for all components that rendered deploy scripts
available, including rdsys, to unveil any side effects that could be exploited during
the deployment by either a local or remote attacker. Next, Cure53 strove to
validate whether any overly permissive configurations would persist after
deployment, for which the primary subsequent finding is detailed in ticket TTP-
01-001.

« To complement the build and deployment process reviews, several classic
supply chain issues were analyzed. In this process, the dependencies of the
differing components were inspected to verify whether the dependencies were up
to date or if the software relied on outdated libraries and components. This
examination raised the presence of two flaws, as detailed in TTP-01-003 and
TTP-01-006.

« Finally, the presence and effectiveness of any automated tooling to retain the
latest software dependencies was checked. The presence of the two tickets
above can be attributed to a lack of respective automatisation.

WP6: Penetration tests & code audits against Tor Browser alterations

The following items of description detail the tasks completed by the test team against
WP6 specifically, including an analysis of the Tor Browser code alterations and generic
assessment of the censorship circumvention feature. The ensuing degree of coverage
concerning the security offering exhibited by the integrations and surrounding
components is further elaborated.

« [he available documentation was extensively studied to obtain a clearer
overview of the software compound, architecture, and automatic censorship
circumvention feature comprising the Tor Browser. This area was pre-defined as
a primary scope item and was therefore examined with utmost scrutiny. This
preliminary perusal of all available documentation allowed the test team to
identify any problematic areas and potential attack surfaces. Cross-organization
discussions were also held to further evaluate the underlying threat model, which
helped the test team to gain an optimal understanding of viable threat actors that
should be taken into account during this review.

« The Tor team shared a list of merge requests, which involved incorporating a
censorship circumvention feature into Tor. Upon conducting a thorough analysis
of this list, the observation was made that the majority of the modifications
pertained to the user interface, rendering the review unproductive in identifying
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the fundamental components that constituted the censorship circumvention
feature.

« A general audit of the relevant folders and files related to censorship
circumvention was undertaken to isolate potential security weaknesses such as
iInsecure input handling, general lack of input validations, and auxiliary attack
vectors instigatable from a censor perspective.

« A test setup was installed based on an official tutorial® provided by the Tor team.
The installation of the test setup provided a controlled environment to facilitate
Tor component modification and experimentation, allowing for greater flexibility in
testing the censorship circumvention feature. Furthermore, a Man-in-the-Middle
(MitM) environment was created that enabled inspection of the packets sent to
the rdsys / BridgeDB instance. This process offered valuable insight into the
underlying protocol used for domain fronting. Despite these actions, no notable
findings were reported.

« Upon request, the Tor team provided directions on the critical source files that
were associated with censorship circumvention. These particular source files
were rigorously surveyed based on the most up-to-date revision available at the
time. This ensured that the source code adhered to best practices for maintaining
the integrity and security of the censorship circumvention feature, as well as its
resilience against censors. The source files considered most pertinent represent
the following:

o

browser/modules/Moat.jsm
browser/modules/TorConnect.jsm
o browser/modules/TorSettings.jsm
o browser/modules/BridgeDB.jsm

@]

« Last but not least, the code was probed in an attempt to identify and address any
common JavaScript vulnerabilities that could potentially be exploited by a censor
with access to a rdsys / BridgeDB instance. This may enable the censor to send
packets containing malicious content, such as a manipulated CAPTCHA image
or QR code, resulting in a Cross-Site Scripting (XSS) attack on the Tor client.
The potential for logic errors and API calls was stringently vetted, which raised
the presence of the issues documented in tickets TTP-01-009, TTP-01-012, and
11P-01-017.

> https://qitlab.torproject.org/tpo/applications/tor-browser/-/wikis/Hacking#building-just-firefox
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Identified Vulnerabilities

The following section lists all vulnerabilities and implementation issues identified during
the testing period. Notably, findings are cited in chronological order rather than by
degree of impact, with the severity rank offered in brackets following the title heading for
each vulnerability. Furthermore, all tickets are given a unique identifier (e.qg., TTP-07-
001) to facilitate any future follow-up correspondence.

TTP-01-001 WPS5: Privilege escalation from nobody to rdsys in deploy script (Medium)

During the analysis of the rdsys project, a local privilege escalation vulnerability was
detected in a deploy script that allows an attacker with rdsys server write privileges to
gain the privileges of the rdsys daemon user. To retrieve these privileges, the attacker
would need to wait for a deploy process to initiate then hijack the deployment process,
which can be achieved by exploiting a narrow time frame (approximately a few seconds)

iIn which the binary is world writable. An attacker could overwrite and possibly backdoor
the latter via rdsys executed binary.

Affected code:
https://qgitlab.torproject.org/tpo/anti-censorship/team/-/wikis/Survival-Guides/Rdsys-

Survival-Guide#deploying-a-new-version

Affected code:

#! /bin/bash

SE—

path="51"

executable=5 (basename "Spath")

scp "Spath" POLYANTHUM:/tmp
ssh -t PCLYANTHUM \
"chmod 777 /tmp/${executable} a& "
"sudo -u rdsys bash -i -¢ '"
"systemctl --user stop rdsys-backend && "
"cp /tmp/${executable} /home/rdsys/bin/rdsys-backend && "
"systemctl --user start rdsys-backend' &L& "
"rm -f /tmp/S{executable}"

PoC:

#!/usr/bin/env bash

# replace "executable" with name of binary
FILE="/tmp/executable"

while true

do
1f test —~f "S{FILE}"
then
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echo 'evil pavload' > S{FILE}
echo 'done'
exit
fi
done

To mitigate this issue, Cure53 advises leveraging stricter Unix file privileges than those
used after the binary is placed in the /tmp folder. Alternatively, retracting usage of a
world read and writable folder to temporarily store the binary would also mitigate the
present issue.

TTP-01-008 WP2: Lack of resource registration authentication (High)

Whilst assessing the rdsys source code, the observation was made that the rdsys
backend lacks authentication for the resource registration endpoint. This allows an
adversary to register arbitrary malicious resources for distribution to users.

The following snippet underlines the affected code, whereby the resource registration
endpoint does not offer any form of authentication check, as compared to other
comparable endpoints.

Affected file:
rdsys/internal/backend.go

Affected code:

func (b *BackendContext) resourcesHandler(w http.ResponseWriter, r
*http.Request)

switch r.Method |
[NP——
case http.MethodPost:
if r.URL.Path == b.Config.Backend.ResourcesEndpoint ({
b.postResourcesHandler (w, r)

!

func (b *BackendContext) postResourcesHandler (w http.Responseliriter, req
*http.Request) {

body, err := i1outil.ReadiAll (req.Body)
L]
rTypes := map[string]struct{}{}
for , r := range rs {
b.Resources.Add (r)
rTypes|[r.Typel()] = struct{}{)
log.Printf ("Added %s's %qg resource to ccllection.",
reg.Remotedddr, r.Typel())
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